Victim Assistance, Protection
Tips and Resources



Report Your ldentity Theft or Fraud

. FEDERAL TRADE COMMISSION [ Loghn |
& |dentityTheft.gov

Report to the Federal Trade Commission Report identty theft and get a
recovery plan

(FTC)
A Print and Save

A www.identitytheft.gov Get Started 9
or browse mcov_ery steb

Contact the Police -

A File a police report
A Bri leted ETC liant f IdentityTheft.gov can help you report and recover from identity theft
ring complete compliant rorm HERE'S HOW IT WORKS:
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Put your plan Into actlon.

Tell us what happened. Get a recovery plan.
We'll ask some questions about your We'll use that Inft If you create an account, we'll walk you
tuation. Tell us as much as you can recovery plan

pre-ill forms and letters for y


http://www.identitytheft.gov/

Check Your Bank Statements and Balances

Chexsystems

WwwWw.chexsystems.com

TeleCheclServices, Inc.

www.telecheck.com

Certegy Check Services, Inc.

www.askcerteqgy.com



http://www.chexsystems.com/
http://www.telecheck.com/
http://www.askcertegy.com/

Connect with your Creditors

Debit Card
A 0-2 days = up to $50
A 3-60 days = up to $500
A 61+ days = =No reimbursement

Credit Card
A 60 days = up to $50

A Set up account threshold notifications




Contact the Credit Reporting Agencies

Order Your Annual Credit Rep

www.annualcreditreport.com

A Equifax
A Experian
A TransUnion

Innovis

WWW.INOVIS.com

Annual CreditReport.com

The only source for your free credit reports. Authorized by Federal law

m All about credit reports Request yours now! What to look for Protect your identity Frequently asked questions Contactus

One of these things is not like the

others.
You may think you have one credit report and one credit score. But ’
you really have several, and they may differ. You should check all ‘;""m m
three reports regularly. b 04 y
PAUSE |1 SPOT IDENTITY THEFT GOOD CREDIT DONT BE FOOLED MORE THAN A SCORE NOT LIKE THE OTHERS
Your credit reports matter. FREE Credit Reports. Federal law allows you BROUGHT TO YOU BY
to:

« Credit reports may affect your mortgage

rates, credit card approvals, apartment « Get a free copy of your credit report every 12 EQU’FAX i

requests, or even your job application months from each credit reporting company.
« Reviewing credit reports helps you catch « Ensure that the information on all of your credit
signs of identity theft early. reperts is correct and up to date.

..' i
*experian.

0
TransUnion:


http://www.annualcreditreport.com/
http://www.inovis.com/

Credit Protection Options

As of September 21, 2018
AYear long fraud alerts
AFree credit freezes
AFree child credit freezes

D
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National Consumer
Telecommunications and Utilities
Exchange (NCTUE)

Http://www.nctue.com
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CONSUMER TELECOM
& UTILITIES EXCHANGE
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Click on a button below to connect with NCTUE

(e J 2 e 8

For consumer inquiries, please use the Consumers tab above and follow instructions for help.

For all media inquiries, please contact: ccaesar@nctue.com



http://www.nctue.com/

IRS Scams and Fraud

IRS Phone Scams o | o | tanpe 1 (I
A Calls stating IRS has a warrant for your

arrest unless yOU pay money or paSt due File Pay Refunds Credits & Deductions Forms & Instructions
taxes

A Never provide personal information

A IRS will never call yanly send letters
and notices

Home > File > Individuals > Identity Theft, Fraud & Scams

Identity Protection: Prevention, Detection and Victim Assistance

English | Espariol | =237 (¥£88) | #=20{ | Pyccunit | TiéngViét | Kreyalayisyen

Identity theft places a burden on its victims and presents a challenge to businesses
organizations and government agencies, including the IRS.

I RS I dentlty Theﬂ/FraUd How to File The IRS combats tax-related identity theft with an aggressive strategy of

prevention, detection and victim assistance, We're making progress against this

Individuals

A Someone uses your Identlty to flle a When to File crime, as it remains one of our highest priorities.
H Tax-related identity theft occurs when someone uses your Social Security number
fl’&UdUlent taX I’eturn USIﬂg yOUI' name Vihere to File to file a tax return claiming a fraudulent refund. If you become a victim, we're
and SSN Your Information committed to helping you resolve your case as quickly as possible. Taxpayer Bill of Rights
: . : Information and Guidance
A Immediately file a police report Students What you should know

A Log on tovww.IRS.goand complete
appropriate forms for Identity Theft
Victims. Also learn additional
information.

A cCall IRS ID Protection Unit:
1-800-908-4490


http://www.irs.gov/

Enable 2FA / MFA

« Extra step to login
* Available on most online accounts

& udwen P * https://twofactorauth.org
P estwored
Authertication Code - Prioritized accounts:
n 1. Email
2. Social Media

3. Bank/Credit Cards
4. Health




Say “NO” to Junk Mail

Direct Marketing Association

 www.dmachoice.org
« $2 processing fee, for a period of ten years

Unsolicited Credit and Insurance Offers
» 888-5-OPTOUT (888-567-8688)

e www.optoutprescreen.com
* No fee

Commercial Email Lists
e hitps://www.ims-dm.com/cqi/offemaillist.php
* No fee




Ugh, Telemarketers

National Do Not Call Registry ﬁ National Do Not Call Registry -
« 888-382-1222

* www.donotcall.gov Eb {[g , @

Note: The law allows political calls, calls from
charitable organizations, information calls,
calls about debts you owe, and phone surveys,
as well as calls from companies you have
done business with or gave permission to call.




National Resources

Fraud Support Network
« hitps://fraudsupport.org

Federal Trade Commission (FTC)
« www.identitytheft.gov

- .. -—— -

Cybererime and Online Fraud Can Happen to Anyone

FOROW UNE TS DarOw DO 208 [N 19 sueCes 300 LLIPPOIT yiny
oo 83 recowvet ang pratecd yourset! rom cyteercrme ant
Srvise S0t Incdenn



National Resources

National Organization for Victim Assistance (NOVA) ;
« 800-TRY-NOVA NQ\//\

* www.lrynova.org

Identity Theft Resource Center (ITRC) . trc
« 800-400-5530 Miovolty Voo Sowmens Cust

« www.idtheftcenter.org

Free Brochures, Handouts and PDFs
» https://bulkorder.ftc.qov




Have “The Talk” With Your Kids

An interactive, online tool that enables

parent-child duos to set ground rules —
together about digital devices and usage. ' =
www. T heSmartTalk.org @ o amncs




Additional Resources and Tips




Place a Fraud Alert

Purpose: Verify your identity before extending new credit.

intial Fraud Alrt ot e
Duration: 1 year Free -+ Keep access to your credit.
* Credit bureaus cannot continue

Extended Fraud Alert to sell your information to third

Duration: 7 years One credit bureau parties. |
* Requires copy of identity « By law they will share _
theft report. your request with the
other two. * Renew every year.

Active Duty Alert * Lender doesn't have to call you.
: « KBA questions are generally
St B0 4 easy to find on social media or

) dark web.




Place a Security Freeze / Credit Freeze

Purpose: Restricts access to your credit file.

Pros

Cost Add Lift Remove
Victim of ID Theft Free Free Free

Not a victim of ID Theft Free Free Free
Protected consumer Free Free Free |

Contact Duration
All three credit bureaus. Lasts until you remove.

+ Place freeze online or by phone.

+ Requires PIN.

+ Credit bureaus cannot continue to
sell your information to third parties.

+ Best for people who aren'’t planning
to take out new credit.

* You'll get a PIN to use each time you
freeze or unfreeze, which may take

one to three business days.




Credit Lock

Purpose: Purpose: Restricts access to your credit file..

Each credit bureau determines pricing and can change
anytime.

+ TransUnion: Trueldentity | Free

« Equifax: Lock & Alert | Free

+ Experian: CreditLock | $4.99 (first month) $24.99 (after)

All three credit bureaus. Lasts until you remove.

*Fees as of 1/25/19

+ Unlock by computer or mobile app.
* No PIN required.

Usually no wait to lock or unlock credit file.
_Best for people who plan to take out new aredit.

|
[

+ Credit bureaus can continue to sell your
information to third parties.

+ Cannot unlock by phone.
+ Depending on monthly fees, they can quickly
exceed the cost of freezes.




Check Your Data Breach Status

Check if your email has been part of a
recent data breach.

Have | Been Pwned?
https://haveibeenpwned.com

Firefox Monitor
https://monitor.firefox.com




Before You Click: Analyze Suspicious Files and Links

VirusTotal is a free service that analyzes
suspicious files and URLs and facilitates
the quick detection of viruses, worms,
trojans, and all kinds of malware.

Virus Total
https://www.virustotal.com

> ] VIRUSTOTAL

Analyze suspicious files and URLS to detect types of malware
automatically share them with the security community

FILE URL SEARCH

Search or scan a URL




Before You Click: Analyze Suspicious Files and Links

PhishTank is a free community site
where anyone can submit, verify, track
and share phishing data.

PhishTank
https://www.phishtank.com




